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ABSTRACT
This paper presents methods to securely compute transcendental
functions such as the natural logarithm and the inverse tangent
function within a homomorphic cryptosystem. First, an extension
to the Paillier cryptosystem that allows operations on floating-
point numbers is presented. Second, protocols using a two-party
scheme are described for secure multiplication, division, and ex-
ponentiation, in order for such operations to be supported by a
partially homomorphic cryptosystem such as the Paillier cryptosys-
tem, where these operations are theoretically infeasible to do under
a single-party system. Finally, new closed-form approximations to
the logarithm and the inverse tangent function are derived using
the Gauss–Legendre quadrature, which yield more accurate re-
sults than other closed-form approximations that involve a similar
number of secure operations.
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1 INTRODUCTION
Research in digital privacy has involved the use of homomorphic
cryptosystems that allow for operations to be performed on en-
crypted data without leaking information about the operands. Pre-
vious research has highlighted the use of the Paillier cryptosystem,
a partially homomorphic cryptosystem which allows two basic
operations to be performed on encrypted integers: two encrypted
integers can be added to obtain an encryption of their sum, and an
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Table 1: Summary of functions

Functions Input constraints
log (1 + x) x ∈ [0, 255]
arctanx x ∈ [−1, 1]

encrypted integer can be multiplied to an unencrypted plaintext
integer to obtain an encryption of their product.

Applications of the Paillier cryptosystem have included such
as use in linear digital image transformations [11], and linear al-
gebra applications [3]. However, many extensions to the Paillier
cryptosystem have also been published, allowing floating-point
arithmetic. In this paper, we will summarize these extensions and
concern ourselves with the approximation of the transcendental
functions using the Paillier cryptosystem given input constraints
shown in Table 1. By demonstrating how the Paillier cryptosys-
tem can be applied to approximate common non-linear functions,
we hope to extend its usability as a tool for privacy-preserving
computation.

The functions in Table 1 were chosen since current approxima-
tions of these functions which can easily be computed through
privacy-preserving artihmetic are limited in their range of accuracy.
These approximations will primarily be derived through Gauss–
Legendre quadrature.

2 REVIEW OF RELATED LITERATURE
We first briefly provide an overview of the Paillier cryptosystem
and describe how it can be extended to support floating-point arith-
metic. We then discuss the mathematical issues with approximating
transcendental functions using standard methods in the context of
the extended Paillier cryptosystem.

2.1 The Paillier Cryptosystem
The Paillier cryptosystem [8], developed by Pascal Paillier, is a
probabilistic encryption scheme which is based on the composite
residuosity class problem. The scheme allows for the encryption
and decryption of integer messages, and is known to be additively
homomorphic. We now state the encryption and decryption algo-
rithms of the Paillier cryptosystem and its homomorphic properties.

2.1.1 Key Generation. We choose two large primes p and q, and
set n = pq, λ = lcm (p − 1,q − 1). We then define L (x) to be the
largest integer v greater than zero such that x − 1 ≥ vn. Then
we select an integer д such that gcd

(
L
(
дλ mod n2

)
,n
)
= 1 and

0 ≤ д ≤ n2. We denote the public key as (д,n) and the private key
(p,q).
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2.1.2 Encryption and Decryption. The encryption function to
encrypt a plaintextm ∈ Zn given a public key (д,n) is defined as

E (m) = дm · rn mod n2,

where r is a random non-negative integer less than n2. The decryp-
tion function to decrypt a ciphertext c ∈ Z∗n2 given a private key
(p,q) is defined as:

D (c) = L
(
cλ mod n2

)
·
(
L
(
дλ mod n2

))−1
mod n.

2.1.3 Homomorphic Properties of the Paillier Cryptosystem. The
Paillier cryptosystem supports additive homomorphism as well as
the multiplication of a plaintext scalar to an encrypted message.
These homomorphic properties are used to add a plaintext scalar
to a ciphertext, add two ciphertexts, and multiply a ciphertext by a
plaintext scalar, respectively. They are defined as follows.

For all m1,m2 ∈ Zn and k ∈ N, the following homomorphic
properties hold:

D
(
E (m1)дk mod n2

)
= (m1 + k) mod n,

D
(
E (m1)E (m2) mod n2

)
= (m1 +m2) mod n,

D
(
E (m1)k mod n2

)
= km1 mod n.

2.2 Floating-Point Arithmetic
The Paillier cryptosystem encrypts and allows operations on in-
tegers. We now describe several extensions to the Paillier cryp-
tosystem discussed in the literature which allow us to perform
privacy-preserving floating-point arithmetic.

2.2.1 Extension to Floating-Point Numbers. We can use the fol-
lowing protocol described in [11] in order to extend the privacy-
preserving integer addition and integer scalar multiplication of
Paillier cryptosystem to floating-point numbers.

We represent a floating-point (FP) number as a pair of two inte-
gers (m, e) representing the mantissa and exponent of the FP num-
ber with respect to a base b. The mantissam is encrypted, while the
exponent e is unencrypted. Let a,b, c be FP numbers represented by
the pairs (ma, ea ), (mb , eb ), (mc , ec ) respectively. Let ⊕, ⊗ represent
the homomorphic operations which correspond to the addition and
multiplication of integers in the Paillier cryptosystem, respectively.
We define the corresponding FP number operations as follows:

Addition. To compute E (c) = E (a + b) we compute

E (mc ) =
{
E (ma ) ⊕ (beb−ea ⊗ E (mb )) if ea ≤ eb
E (mb ) ⊕ (bea−eb ⊗ E (ma )) if ea > eb

,

ec =

{
ea if ea ≤ eb
eb if ea > eb

.

Scalar multiplication. To compute E (c) = E (ab), where a
and E (b) are known (i.e., ma is not encrypted), we compute

E (mc ) =ma ⊗ E (mb ) ,
ec = ea + eb .

2.2.2 Secure Division. We can use the following two-party scheme
defined in [1] to perform privacy-preserving division.

Suppose Bob has E (x) and E (y) and wants to obtain E (x/y)
without exposing the value of either variable.

• Bob first selects a random non-zero number r and computes
E (rx) and E (ry). Bob can do this since r is a plaintext con-
stant.

• Bob sends E (rx) and E (ry) to Alice, who decrypts both val-
ues and computes x/y in the plaintext domain.

• Alice encrypts and sends E (x/y) to Bob.

2.2.3 Secure Exponentiation. We can use the following two-
party scheme, adapted from the protocol to calculate Euclidean
distances used in [3], in order to perform secure exponentiation.

Suppose Alice encrypts an integer x and sends it so Bob has
E (x), and wants to obtain E

(
x2) without exposing the value of x .

• Bob first selects a random integer r and computes E (x + r ).
Bob can do this since r is a plaintext constant.

• Bob sends E (x + r ) to Alice, who decrypts the ciphertext to
obtain x + r .

• Alice squaresx+r and encrypts the result. She sendsE
(
(x + r )2

)
to Bob.

• Bob computes E
(−2rx + r2) . He then computes

E
(
(x + r )2

)
E
(
−2rx + r2

)
= E

(
x2

)
.

2.2.4 Secure Multiplication. We can use the secure squaring
protocol to arrive at a secure multiplication protocol, which then
allows for the evaluation of polynomials. Suppose Alice encrypts
integers x andy, and Bob has E (x) , E (y) and wants to obtain E (xy).

• Bob acquires E
(
x2) and E

(
y2) using the secure squaring

protocol.
• Bob sends E (x + y) to Alice, who decrypts the ciphertext to

obtain x + y.
• Alice sends E

(
(x + y)2

)
to Bob.

• Bob then computes
1
2E

(
(x + y)2

)
E
(
x2

)−1
E
(
y2

)−1
=

1
2E

(
(x + y)2 − x2 − y2

)
=

1
2E (2xy)

= E (xy) .
By applying these extensions to the Paillier cryptosystem, privacy-

preserving floating-point arithmetic can be acheived.

2.3 Known Approximations for
Transcendental Functions

Many methods to compute transcendental functions implemented
in computer hardware and software libraries rely on direct knowl-
edge of the function arguments. Several such approaches include
CORDIC (coordinate rotation digital computer), pseudo-division
and pseudo-multiplication algorithms [10], as well as minimax poly-
nomials, which are determined numerically using the Remez algo-
rithm [5]. These algorithms, while efficient, rely on table lookups,
which cannot be done in a privacy-preserving system where the
function arguments cannot be directly determined.
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We must therefore rely on other methods, such as using the
Taylor series expansions of these functions. While also in common
use, not all Taylor series expansions have a convenient radius of
convergence. To circumvent this, we can rely on an approach pre-
sented by Khattri in [6] to obtain closed-form approximations to
functions by approximating related integrals.

Khattri presents the following method to approximate the func-
tion f (x) = log (1 + x). Let x = 1/n and consider the integral∫ n+1

n

1
t

dt = log
(
1 + 1

n

)
. (1)

This integral can be approximated using the five-point Gauss–
Legendre quadrature rule [7]. We first convert the integral to an
integral over the interval [−1, 1] using the following transformation:∫ b

a
f (x) dx = b − a

2

∫ 1

−1
f

(
b − a

2 x +
a + b

2

)
dx .

Then, we approximate the integral using the following summation:∫ 1

−1
f (x) dx ≈

5∑
i=1

wi f (xi ),

where

w1 = 0,

w2 =
1
21

√
245 − 14

√
70,

w3 = − 1
21

√
245 − 14

√
70,

w4 =
1
21

√
245 + 14

√
70,

w5 = − 1
21

√
245 + 14

√
70,

x1 =
128
225 ,

x2 =
1

900

(
322 + 13

√
70
)
,

x3 =
1

900

(
322 + 13

√
70
)
,

x4 =
1

900

(
322 − 13

√
70
)
,

x5 =
1

900

(
322 − 13

√
70
)
.

Applying this procedure to the integral in Equation 1 yields the
following approximation:

log (1 + x) ≈ 137x5 + 2310x4 + 9870x3 + 15120x2 + 7560x
30x5 + 900x4 + 6300x3 + 16800x2 + 18900x + 7560

.

(2)
While the closed-form approximation presented by Khattri (Equa-

tion 2) is accurate for values ofx near zero, it diverges from log (1 + x)
significantly for large values of x , as shown in Figure 1.

However, the quadrature approach presented by Khattri allows
us to approximate the logarithm in a larger range than is possible
with the Taylor series, as the Taylor series of log (1 + x) has an
interval of convergence of [−1, 1].

3 LOGARITHMIC FUNCTION
APPROXIMATION

We now present our main contribution in this paper: a general
method to improve the general accuracy of the logarithm approxi-
mation given by Khattri in [6] for use in privacy-preserving calcu-
lation, provided that accuracy is only required for a specific range.

For this approximation, we assume we only require accurate
results in the input range x ∈ [0, 255]. This reflects some potential

0 50 100 150 200 250 3000
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2

3

4

5

x

y

5-point quadrature approximation
Actual value of log(1 + x)

Figure 1: Graph of log (1 + x) and the approximation in Equa-
tion 2

applications such as in logarithm intensity transformations in image
processing [4].

Since the approximation by Khattri is accurate for values of x
near zero, we can scale the approximation by a constant factor α
by expressing log(1+ x) as follows, similarly using the substitution
x = 1/n:

log (1 + x) = log
(α + αx

α

)
= log (α + αx) − logα

= log
(
α +

α

n

)
− logα

= log
(αn + α

n

)
− logα

=

∫ αn+α

n

1
t

dt − logα .

Applying the five-point Gauss–Legendre quadrature rule to ap-
proximate

∫ αn+α
n

1
t dt with α = 1/16 using SageMath 8.3, we arrive

at the approximation:
log (1 + x)

≈ 137x5 + 26685x4 + 617370x3 − 6498630x2 − 121239315x − 257804775
30(x5 + 405x4 + 27210x3 + 488810x2 + 2536005x + 3122577)

+ log 16.
(3)

We note that the approximation in Equation 3 requires the value
of log 16. This can be computed in the plaintext domain and added to
an encrypted value using the properties of the Paillier cryptosystem.
The remaining arithmetic operations in the approximation can be
computed in the encrypted domain, using the protocols described
in Section 2.2. Therefore, this approximation can be calculated in a
privacy-preserving manner.

Figure 2 is a graph comparing the absolute error of the scaled
approximation and the original approximation by Khattri given an
input x . We can see that scaling the input by some constant factor α
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improves the accuracy of the closed-form approximation, although
it requires that logα be known.
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Figure 2: Comparison of the absolute error between the orig-
inal approximation in Equation 2 and the scaled approxima-
tion in Equation 3

We now show how we used numerical methods to determine
that a scaling factor of α = 1/16 minimizes the maximum absolute
error of the scaled approximation for log (1 + x), within the range
x ∈ [0, 255].

Let I (x,α) be the function obtained by approximating
∫ αn+α
n

1
x dx

with five-point Gauss–Legendre quadrature. The absolute error of
the approximation compared to log (1 + x) at a given x and α is
given by the following function.

A (x,α) = |I (x,α) − logα − log (1 + x)| .
We want to show that the function

f (α) = max
0≤x ≤255

A (x,α)

is minimized at α = 1/16. We consider the functions A (0,α) and
A (255,α). These are plotted in Figure 3.

It can be determined numerically using SageMath 8.3 that a
local minimum of max (A (0,α) ,A (255,α)) on the interval [0, 1] is
at α = 1/16, which is found at the intersection of the two graphs.

We then consider the function A (x, 1/16), shown in Figure 4. It
was determined numerically that the local maxima of A (x, 1/16)
on the interval occur at x = 0 and x = 255. Since a scaling factor
other than α = 1/16 yields a higher absolute error at either x = 0
or x = 255, as seen in Figure 3, it follows that a scaling factor of
α = 1/16 minimizes the maximum absolute error of the scaled
approximation for log (1 + x), within the range x ∈ [0, 255].

We have shown how we can adapt Khattri’s approximation to
allow for privacy-preserving logarithm computation over a larger
interval. We note we only require the quadrature approach if series
representations of the desired function are not suitable for privacy-
preserving calculation using the floating-point arithmetic supported
by the Paillier cryptosystem.
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Figure 3: Graphs of A (x,α) at x = 0 and x = 255
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Figure 4: Graph of A (x, 1/16), the absolute error of the ap-
proximation in Equation 3 given a scaling factor of α = 1/16

As a concrete example, evaluating partial sums of the series
representation for the exponential function,

ex =
∞∑
n=0

xn

n! ,

is a valid approach for privacy-preserving computation, as this
series converges for all x .

4 INVERSE TANGENT FUNCTION
APPROXIMATION

We will now show how a Gauss–Legendre quadrature approach can
also be used for efficient privacy-preserving approximation of the
inverse tangent function. Two well-known series representations of
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the inverse tangent function exist: the Maclaurin series expansion,

arctanx =
∞∑
n=0

(−1)nx2n+1

2n + 1 , for |x | ≤ 1, (4)

and the following series expansion discovered by Euler in 1755,
which converges more rapidly for all x [2].

arctanx =
∞∑
n=0

22n (n!)2
(2n + 1)!

x2n+1

(1 + x2)n+1 . (5)

We will compare the quadrature approach with the method of
computing partial sums from each of these series.

To obtain a Gauss–Legendre quadrature-based approximation,
we take the following integral,

arctanx =
∫ x

0

1
1 + t2 dt,

and perform five-point Gauss–Legendre quadrature to obtain the
following closed-form approximation:

arctanx

≈ 4
(
225x9 + 15925x7 + 144753x5 + 350595x3 + 238140x

)
15

(
x10 + 480x8 + 11760x6 + 64120x4 + 114660x2 + 63504

) .
(6)

We note that in order to evaluate the quadrature approximation
in Equation 6, we must compute the value of x10, which requires
several rounds of the squaring and multiplication protocols to com-
pute. We now compare the quadrature approximation to the partial
sum composed of the first five terms of Euler’s series expansion in
Equation 5:

4∑
n=0

22n (n!)2
(2n + 1)!

x2n+1

(1 + x2)n+1

=
965x9 + 2370x7 + 2688x5 + 1470x3 + 315x
315

(
x10 + 5x8 + 10x6 + 10x4 + 5x2 + 1

) .
(7)

We note that the quadrature approximation in Equation 6 and
the partial sum approximation in Equation 7 are both rational ex-
pressions, which differ only in the coefficients of each term. For
both approximations, the numerator is a ninth-degree polynomial
containing only odd powers of x and the denominator is a tenth-
degree polynomial containing only even powers of x and a constant
term. As such, these two approximations require a similar number
of floating-point operations.

Figure 5 shows that despite requiring a similar number of floating-
point operations, the quadrature-based approximation in Equation 6
gives accurate approximations over a larger interval, making it a
more viable candidate for efficient computation as seen in Figure 6.

Figure 7 shows the absolute error of the quadrature approxima-
tion over the interval [−1, 1]. Since the quadrature approximation
yields results with high accuracy over this interval, potential im-
plmentations may use the following trigonometric identities to
calculate values of the inverse tangent at larger arguments.

arctanx =
{
π
2 − arctan 1

x if x > 0
− π

2 − arctan 1
x if x < 0
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Figure 5: Comparison of the absolute error of the approxi-
mations for arctanx using quadrature approximation (Equa-
tion 6) and the first five terms of Euler’s series (Equation 7)
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Figure 6: Graph of arctanx and the approximation in Equa-
tion 6

To carry out the conditional check required to use these identities,
a privacy-preserving comparison protocol may be used, such as
in [9].

5 EXPERIMENTS ON ACCURACY
We implemented privacy-preserving floating-point arithmetic using
the system described in Section 2.2, through the python-paillier
library (https://github.com/n1analytics/python-paillier) running
on Python 3.6.5.

We first summarize the approximations discussed in Sections 3
and 4 in Table 2.
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Table 2: Summary of approximations for logarithm and inverse tangent

Approximation Derivation and formula
Original quadrature for log (1 + x) (equation 2) Let x = 1/n. Perform five-point Gauss–Legendre quadrature to approximate∫ n+1

n
1
t dt = log (1 + x) This yields the approximation:

137x5 + 2310x4 + 9870x3 + 15120x2 + 7560x
30x5 + 900x4 + 6300x3 + 16800x2 + 18900x + 7560

.

Scaled quadrature for log (1 + x) (equation 3) Let x = 1/n and α = 1/16. Perform five-point Gauss–Legendre quadrature to
approximate

∫ αn+α
n

1
t dt = log (1 + x) + logα . Then subtract logα , which can be

computed in the plaintext domain. This yields the approximation:
137x5 + 26685x4 + 617370x3 − 6498630x2 − 121239315x − 257804775

30(x5 + 405x4 + 27210x3 + 488810x2 + 2536005x + 3122577) + log 16.

Partial sum of Euler’s series for arctanx (equation 7) Compute the partial sum consisting of first five terms of Euler’s series for the
inverse tangent:

∑4
n=0

22n (n!)2
(2n+1)!

x 2n+1

(1+x 2)n+1 . This yields the approximation:

965x9 + 2370x7 + 2688x5 + 1470x3 + 315x
315

(
x10 + 5x8 + 10x6 + 10x4 + 5x2 + 1

) .

Quadrature approximation for arctanx (equation 6) Perform five-point Gauss–Legendre quadrature to approximate
∫ x
0

1
1+t 2 dt =

arctanx . This yields the approximation:
4
(
225x9 + 15925x7 + 144753x5 + 350595x3 + 238140x

)
15

(
x10 + 480x8 + 11760x6 + 64120x4 + 114660x2 + 63504

) .
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Figure 7: Absolute error of the approximation for arctanx us-
ing quadrature approximation (Equation 6) over the interval
[−1, 1]

5.1 Logarithm Approximation
We then computed log (1 + x) for various encrypted inputs using
both the original quadrature formula by Khattri (Equation 2) and
our scaled approximation (Equation 3). These were compared with

the values returned by the built-in logarithm function in Python.
Several data points are shown in Table 3.

We note that the privacy-preserving floating-point arithmetic
resulted in some degree of floating-point error, as the observed
floating point error in Table 3 is greater than the raw absolute
error observed in Figure 2. Figure 8 shows a plot of the observed
absolute error of the original quadrature approximation and scaled
quadrature approximation to the logarithm, when computed using
privacy-preserving arithmetic through the Paillier cryptosystem.
While there are intervals where the original quadrature approxi-
mation is more accurate than the scaled quadrature approximation,
we can see that the scaled quadrature is more accurate for larger
inputs.

Table 3: Comparison of logarithm approximation errors un-
der Paillier for selected inputs

Input Original quadrature Scaled quadrature

log 1 0 2.053729 × 10−2

log 10 2.833179 × 10−2 2.280124 × 10−1

log 50 2.170779 × 10−2 2.437148 × 10−2

log 100 3.524916 × 10−1 2.122159 × 10−2

log 200 8.859869 × 10−1 1.441611 × 10−1

log 256 1.098463 × 100 1.993136 × 10−1
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Figure 8: Comparison of logarithm approximation errors
under Paillier over the interval [0, 255]

5.2 Inverse Tangent Approximation
We also computed arctanx using for various encrypted inputs using
both the first five terms of Euler’s series for the inverse tangent func-
tion (Equation 7) and our quadrature approximation (Equation 6).
These were compared with the values returned by the built-in in-
verse tangent function in Python. We show several data points in
Table 4, and show graphs of the observed error in Figure 9. Similar
to the logarithm approximations, we note that there is a degree of
floating-point error compared to that predicted by Figure 5, but the
quadrature approach obtains higher accuracy despite requiring a
similar number of floating-point operations to execute.

Table 4: Comparison of inverse tangent approximation er-
rors under Paillier for selected inputs

Input Partial sum of Euler’s series Quadrature

arctan−1 6.564089 × 10−1 4.629557 × 10−1

arctan−0.1 4.523405 × 10−3 1.451929 × 10−3

arctan−0.01 4.665260 × 10−6 1.472027 × 10−6

arctan 0 0 0
arctan 0.01 4.665228 × 10−6 1.472020 × 10−6

arctan 0.1 4.523405 × 10−3 1.451929 × 10−3

arctan 1 6.564089 × 10−1 4.629557 × 10−1

6 CONCLUSION
We have shown new closed-form approximations to the logarithm
and inverse tangent functions and showed how they can be im-
plemented together with the Paillier cryptosystem to allow for
privacy-preserving function calculation. We have compared our
approach to other closed-form approximations which require a
similar number of secure arithmetic operations to evaluate, and
have shown our new approximation procedures can generally yield
more accurate results over larger ranges of inputs. In particular, the
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Figure 9: Comparison of inverse tangent approximation er-
rors under Paillier over the interval [−1, 1]

error in the original approximation for log (1 + x) increases quickly
over inputs greater than 52, while the error in our new logarithm
approximation increases slower, allowing our new approximation
to be used for applications where accuracy is desired over a larger
range of inputs. Futhermore, as seen in Table 4, our new inverse
tangent approximation is an order of magnitude better than the
sum of the first five terms of the series by Euler in Equation 5,
despite requiring a similar number of floating-point operations.

While other approximation procedures for the logarithm and
inverse tangent functions may yield better accuracy, the rational
approximations shown in this paper are suitable enough for privacy-
preserving protocols where the precise input values are not exposed,
and arithmetic operations are limited and more computationally
expensive.

7 RECOMMENDATIONS
Further research can be done regarding implementation of other
transcendental functions, either by using known infinite series,
or by using identities with the quadrature-based approximations
we have presented in this paper. Different methods for numerical
integration can also be explored and applied for use in deriving
formulas for privacy-preserving computation. Furthermore, test-
ing with other types of homomorphic cryptosystems can be done
to potentially reduce noise encountered in secure floating-point
operations. Additional testing to determine time efficiency among
approximation methods under various homomorphic cryptosys-
tems can also be done.
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